GMCA AUDIT COMMITTEE
Date:

22 April 2022

Subject:

Internal Audit Progress Report

Report of:

Sarah Horseman, Head of Audit and Assurance, GMCA

PURPOSE OF REPORT
The purpose of this report is to inform Members of the Audit Committee of the progress
made on the delivery of the Internal Audit Plan for Q4 2021/22. It is also used as a
mechanism to approve and provide a record of changes to the internal audit plan.

RECOMMENDATIONS:
Audit Committee is requested to:


Consider and comment on the progress report



Approve the changes to the Audit Plan (Section 3)

CONTACT OFFICERS:
Sarah Horseman, Head of Audit and Assurance - GMCA,
sarah.horseman@greatermanchester-ca.gov.uk

Equalities Impact, Carbon and Sustainability Assessment:
N/A

Risk Management
N/A

1

Legal Considerations
N/A

Financial Consequences - Capital
N/A

Financial Consequences - Revenue
N/A

Number of attachments included in the report:

BACKGROUND PAPERS: N/A
TRACKING/PROCESS
Does this report relate to a major strategic decision, as set out in

No

the GMCA Constitution

EXEMPTION FROM CALL IN
Are there any aspects in this report which

No

means it should be considered to be
exempt from call in by the relevant Scrutiny
Committee on the grounds of urgency?
TfGMC

Overview & Scrutiny
Committee

N/A

N/A
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1

Introduction

1.1

The Internal Audit strategic three-year plan for GMCA was presented to the Audit
Committee in April 2021 and this set out the planned assurance activity to be
conducted during 2021/22 based on our understanding of the organisation’s strategic
and operational risks.

1.2

The GMCA Internal Audit Plan comprises a range of audits agreed by Senior
Leadership Team and Audit Committee. Each audit assignment concludes with the
issue of an audit report and agreed actions for implementation. Each action has a
named responsible officer and a target implementation date.

1.3

Separate plans are approved by Transport for Greater Manchester (TfGM) and Greater
Manchester Police (GMP) / Police and Crime Functions with reporting to their
respective Audit, Risk and Assurance Committee (ARAC) and Joint Audit Panel.

1.4

The purpose of this progress report is to provide Members with an update against the
GMCA audit plan for 2021/22.
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Progress against the 2021/22 Internal Audit Plan
Internal Audit work completed since the last meeting of the Audit Committee

2.1

Since we last reported to Audit Committee on 21 January 2022, we have issued five
audit reports and certified one grant. Three of these reports have been finalised and
agreed with Management, with two reports awaiting formal management responses
prior to publication. The Executive Summaries from these reports are appended to this
report. A summary of the reports issued in final is included below:

2.2

Accounts Receivable (AR): Our audit report provided a limited assurance opinion
over Accounts Receivable processes and controls. The audit identified a significant
control issue relating to user access rights and permissions in the AR process. This
fundamental weakness in the design of the control framework means that there is a
higher risk of fraud and error within the process.
 The primary area of concern relates to a lack of segregation of duties between key
activities of invoice creation and processing of credit notes and those with
responsibility for allocating income and processing of refunds. Self-authorisation of
these also meant there was also no independent approval in the system.
 Management took immediate interim action to remove overlapping AR role profiles
and further work has since been undertaken to review user permissions to ensure
these are commensurate with current roles only and allow for critical separation of
duties.
 Audit testing did not identify any instances of inappropriate activity.

3

 In addition to the issue raised above, we identified four other areas for improvement
action. Internal Audit will undertake further walkthrough testing to ensure that
access permissions are appropriate, and controls are operating as expected.
 In comparison to the total funding received by GMCA, the value of income
processed by AR is relatively low, however this still equates to significant values
being processed through the system each year. The main source of funding
received by the authority is government grant funding and a separate process for
administering this was being developed and implemented by the Finance Team in
March 2022.
2.3

ICT Cyber Security: This audit provided a Reasonable Assurance opinion over
cyber security arrangements. The audit of GMCA’s cyber security identified key areas
where controls could be improved in order to improve the level of maturity against the
NIST cybersecurity framework. This included the following:
 Documented policies and procedures (all areas)
 IT asset management (Identify)
 Access control (Protect)
 Data loss prevention (Protect)
 Back up (Protect)
 Security event detection, capture and analysis (Protect)
 Network integrity and protection (Protect)
 Disaster recovery (Recover)

2.4

The total number of recommendations (14) is indicative of the wide scope of the audit
which covered 22 separate control areas. This includes five priority 1/essential
recommendations, seven priority 2/important recommendations and two advisory
recommendations.

2.5

GMFRS Central Stores: This report provided a limited assurance opinion over the
controls in place for the operational management of GMFRS Stores. The three main
areas that contributed to this opinion are:
 The Stores facility operate a centralised delivery model and whilst the day to day
running of Stores appears to meet station requirements for the supply of uniform,
consumables and operational equipment, there has been no strategic review of the
service to test this against other potential delivery models. This is an area the new
LTSC Management are keen to review.
 There are some fundamental stock management controls that we would expect to
be in place that are not operating, including full physical stock checks of the
Warehouse to stock records.
 In relation to procurement and contract management, there is a lack of
understanding and ownership over contract/non-contract spend and whether this
represents value for money. Also, delegated authority and formal sign off for
procurement decisions is not always clear.
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 The audit made five recommended improvement actions and a timetable for
implementation of these was agreed.
2.6

Grant certifications – These was one grant certification completed during the period
for Peer Networks (December 2021 Claim) £108k.
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Internal Audit work in progress 2021/22
A summary on the status of ongoing audit work is as follows:
Planning Stage
Grant Funding –
Management and
Reporting.

We issued an interim position statement in November
2021 and we will seek to revisit and undertake
walkthrough testing on the new grant management
process in April 2022.

Public Sector
Decarbonisation Scheme
– Phase1 (Section 31
Grant)

This £78.2m grant provides capital funding across
Greater Manchester Public Estate for a variety of low
carbon retrofit schemes including Heat Pumps,
Insulation, LED Lighting and Solar PV.
Grant certification was due in March 2022, but has since
been extended to 30 June 2022. Ongoing preparation
work alongside 16 partner organisations to certify this
funding.

Grant Certifications

BEIS- Core Growth Hub Funding 2021/22 - £780k - This
grant is due to be certified.

Fieldwork Stage
Estates Management –
Statutory Premises
Safety Checks

The scope of the audit is focussed on providing
assurance over the completion of statutory health and
safety checks across the GMCA estate in relation to
gas, electricity, legionella and fire safety.

GMFRS - Firefighter
Training and CPD

Fieldwork commenced in January 2022. Since the
commencement of the work we learned that GMFRS are
also undertaking a review of training so Internal Audit
will ensure that the results and findings of both audits
are shared and aligned.
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GMFRS – Fire Safety
Assessments (72d)

Fieldwork commenced in January 2022 on this audit and
remains ongoing.

Reporting Stage
Procurement – Contract
Award

This work is nearing completion and a draft report is
being prepared.

Fixed Asset – Data
Migration

This is an additional piece of work was requested by
management. A draft report has been prepared and
shared with Management for comments prior to
publication.

3.1

Our overall progress in delivering 2021/22 planned audit work remains reasonable but
there have been some delays in the completion of work due to COVID-19 work
absence and client availability. We are seeking some changes to the plan which are
outlined at Section 3, if approved, we remain confident the remainder of the plan can
be achieved. Further details of our progress in respect of the 2021/22 Audit Plan is
shown in Appendix B.
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Changes to the Internal Audit Plan

4.1

The internal audit plan is regularly reviewed and can be amended to reflect changing
risks and/or objectives. In line with the Internal Audit Charter, any significant changes
to the plan must be approved by the Audit Committee.

4.2

We are proposing some changes to the audit plan, with planned work on Adult
Education Budget being deferred and re-evaluated as part of the 2022/23 plan. There
has been no additional unplanned work carried out during the last quarter. We will aim
to complete outstanding areas of work during April/May and these will be reflected in
the Head of Internal Audit Annual Opinion Report in June 2022.

4.3

A cumulative record of changes to the plan, with the rationale for each, is shown as an
Appendix C to this report.
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Other Activities
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5.1

Aside from delivery of the internal audit plan, since the last meeting internal audit have
undertaken the following additional activities.

5.2

Audit Planning for 2022/23: We have undertaken a series of planning discussions
with Directors to inform the audit plan and to understand any new or emerging risks in
functional areas.

5.3

Whistleblowing and Counter Fraud Activities - One anonymous whistleblowing
allegation was received during the quarter but when reviewed was not a qualifying
whistleblowing report. It was passed on to another team for progressing through the
relevant internal policy. Full details on the outcome of all whistleblowing allegations
received during 2021/22 are provided in a sperate report to Audit Committee.

5.4

Additional work has been undertaken during the quarter to develop an Anti-Fraud
Strategy and Anti-Bribery Policy. These are currently in draft and will be presented to
SLT in April 2022 for approval and launched this year. Both policies will be shared with
Audit Committee in June for review and approval.

5.5



Anti-fraud Strategy 2022-24 (Draft) - This strategy sets out GMCA’s approach to
managing the risk of fraud and corruption and how an anti-fraud and corruption
culture is established and promoted. The strategy incorporates the best practice
guidance for combatting fraud in Local Government. It is based on the key
principles set out in the CIPFA Code of Practice on Managing the Risk of Fraud
and Corruption in Local Government (the Code) and Fighting Fraud Corruption
Locally (FFCL) strategy as these represent best practice and compliance with these
measures will enable GMCA to demonstrate effective stewardship of public funds.
The strategy also sets out the key priorities and activities for Internal audit and other
stakeholders over the next two years.



Anti-Bribery and Corruption Policy (Draft) - This policy and procedural guidance
is part of the corporate policy framework and will aim to ensure that Elected
Members and Officers have access to the appropriate guidance and GMCA’s
stance on bribery is widely publicised.



Anti-Fraud Development Activities - In 2022/23 Internal Audit will focus on
raising the awareness and understanding of the anti-fraud strategy and anti-fraud
principles across the organisation, through the development of communications
and training arrangements. We will also investigate the feasibility of on-line
reporting tools to allow for easy reporting of fraud concerns.

Boards and subgroups
 The Head of Audit and Assurance is a member of the Information Governance
Board and of the Serious Information Governance Incident (SIGI) Panel both of
which are chaired by the Senior Information Risk Owner. The Board meets on a
regular basis. Progress has been made in identifying and managing IG risks and in
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developing formal mechanisms to record decisions made by SIGI in relation to
specific incidents.


Internal Audit also attend the Freedom of Information (FOI/EIR) and Transparency
User Group to feed into the development of processes around statutory duties
under the Freedom of Information and Environment Information Regulations. This
group will provide assurance to the Information Governance Board



Internal audit attends the North West Chief Audit Executive Meetings and the
Counter Fraud subgroup which meets quarterly on fraud matters affecting the
region, knowledge sharing and good practice.
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Appendix A - Summary of Internal Audit Reports issued 2021/22
The table below provides a summary of the internal audit work completed. This will inform the annual Internal Audit opinion for
the year 2021/22.
Audit
External Quality
Assessment of
Internal Audit

Assurance Level

Audit Findings
Critical
High

Medium

Compliant with
PSIAS

Programme and
Reasonable
Project Governance

2

Loan Approval
Reasonable
Decisions – Core
Investment Funds
Supporting Families Positive Overall
Programme

1

ICT- Cyber Security
Accounts
Receivable
GMFRS – Stores
Management

Low

Advisory

13

8

Coverage
GMCA GMFRS Waste


























3

We made no recommendations as part of this review

Reasonable
Limited

2

1

2

Limited

1

2

2
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Audit
Grant Funding –
Management and
Reporting

Assurance Level
N/A

Audit Findings
Critical
High

Medium

Low

Advisory

An Internal Audit Position Statement was issued
following an interim assessment completed in
November 2021. Further work to be conducted in April
2022.

Coverage
GMCA GMFRS Waste


Behavioural Policy
Review

Draft Report
Issued







Fixed Assets Data
Migration

Draft Report
Issued







GMFRS 7(2)(d) Fire
Safety Risk
Assessments
GMFRS Firefighter Training
and CPD
Estates
Management –
Statutory Premises
Safety Checks
Procurement –
Contract Award
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Grant Certifications
BEIS Growth Hub Funding

Positive



Covid-19 Emergency Active Travel Fund 20/21 (31/5099)

Positive



Green Homes Grant (31/5187)

Positive



Brownfield Housing Fund 20/21 (31/52990

Positive



GM Local Energy Market (Oct20-June21)

Positive



GM Local Energy Market (Oct20-Sept21)

Positive



BEIS Peer Network Support (Dec 21 Claim)

Positive
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The following tables show definitions for the Assurance Levels provided to each audit report and the ratings attached to individual
audit actions.
Assurance levels
DESCRIPTION

SCORING
RANGE
SUBSTANTIAL 1-6
ASSURANCE

DESCRIPTION

REASONABLE 7-19
ASSURANCE

A small number of medium or low risk findings were identified. This indicates that generally
controls are in place and are operating but there are areas for improvement in terms of
design and/or consistent execution of controls.

LIMITED
ASSURANCE

20-39

Significant improvements are required in the control environment. A number of medium
and/or high-risk exceptions were noted during the audit that need to be addressed. There
is a direct risk that organisational objectives will not be achieved.

NO
ASSURANCE

40+

The system of internal control is ineffective or is absent. This is as a result of poor design,
absence of controls or systemic circumvention of controls. The criticality of individual
findings or the cumulative impact of a number of findings noted during the audit indicate an
immediate risk that organisational objectives will not be met and/or an immediate risk to the
organisation’s ability to adhere to relevant laws and regulations.

A sound system of internal control was found to be in place. Controls are designed
effectively, and our testing found that they operate consistently. A small number of minor
audit findings were noted where opportunities for improvement exist. There was no
evidence of systemic control failures and no high or critical risk findings noted.
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Audit Finding Classification
Risk
Rating
Critical

Description/characteristics








Repeated breach of laws or regulations
Significant risk to the achievement of organisational objectives / outcomes for GM residents
Potential for catastrophic impact on the organisation either financially, reputationally or operationally
Fundamental controls over key risks are not in place, are designed ineffectively or are routinely circumvented
Critical gaps in/disregard to governance arrangements over activities
High
One or more breaches of laws or regulation
The achievement of organisational objectives is directly challenged, potentially risking the delivery of
outcomes to GM residents
 Potential for significant impact on the organisation either financially, reputationally or operationally
 Key controls are not designed effectively, or testing indicates a systemic issue in application across the
organisation
 Governance arrangements are ineffective or are not adhered to.
 Policies and procedures are not in place
Medium
 Minor risk that laws or regulations could be breached but the audit did not identify any instances of breaches
 Indirect impact on the achievement of organisational objectives / outcomes for GM residents
 Potential for minor impact on the organisation either financially, reputationally or operationally
 Key controls are designed to meet objectives but could be improved or the audit identified inconsistent
application of controls across the organisation
 Policies and procedures are outdated and are not regularly reviewed
Low
 Isolated exception relating to the full and complete operation of controls (e.g. timeliness, evidence of
operation, retention of documentation)
 Little or no impact on the achievement of strategic objectives / outcomes for GM residents
 Expected good practice is not adhered to (e.g. regular, documented review of policy/documentation)
Advisory Finding does not impact the organisation’s ability to achieve its objective but represent areas for improvements
in process or efficiency.

Score
40

10

5

1

0
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Appendix B – Progress against the Internal Audit Plan 2021/22
The table below shows progress made in delivery of the 2021/22 Internal Audit Plan.
Key:  Not Yet started

Directorate

 Scheduled

Audit Area

Corporate
Services

Governance

Corporate
Services

Grants

Corporate
Services

ICT

Corporate
Services
Core
Investment
Team
Corporate
Services
GMFRS
GMCA

Audit
Annual
Governance
Statement
2020/21
Mandatory Grant
Certifications

 In progress

 Complete

Timing Planning Fieldwork

Draft
Final
Audit
Comments
Report Report Committee

Q1









Q1-Q4









Cyber Security

Q1









Grants

BEIS Growth
Hub Funding
2020/21

Q1







Loans and
Investments

Loan Approval
Decisions

Q1





Q1



Q1
Q2

Procurement
Contract Award
and
and Finalisation
Contracting
Whistleblowing /
Governance
Grievance
Governance

Whistleblowing

Sept 2021

IA contributed to
the update of the
AGS
Ongoing

April 2022

Final Report
issued



Aug 2021

Completed





Jan 2022

Final Report
Issued























Draft Report
being prepared
Sept 2021
Sept 2021

Completed
Completed
14

Directorate

Audit Area

Corporate
Services

Governance

Corporate
Services

Governance

Education,
Work and
Skills

Finance

Corporate
Services

Audit
Governance
Framework –
Behavioural
Policies
Programmes
and Project
Governance

Timing Planning Fieldwork

Draft
Final
Audit
Comments
Report Report Committee

Q1









June 2022

Draft Report
Issued

Q1









Jan 2022

Final Report
Issued

Adult Education
Budget

Q1









Finance

Accounts
Receivable

Q2









April 2022

Final Report
Issued

GMFRS

Assets

Stores &
Logistics

Q2









April 2022

Final Report
Issued

Corporate
Services

Finance

Q2









June 2022

Interim Opinion
Given

Public Sector
Reform

Compliance

Q2









Jan 2022

Final Report
Issued

Environment

TBC

Carbon
Reduction

Q3









Proposal to
Defer to 2022/23

Corporate
Services

Finance

Budgetary
Control

Q3









Proposal to
Defer to 2022/23

Grant Funding
Management
and Reporting
Supporting
Families
Programme

Proposal to
Defer to 2022/23
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Audit Area

Audit

Placemaking

TBC

Asset
Compliance

Q3









Fieldwork
Commenced

GMFRS

Training

Fire Fighter
Training and
CPD

Q4









Fieldwork
Commenced

Mayoral

Governance

Mayoral
Priorities

Q4









Proposal to
Defer to 2022/23

7(2)(d) Fire
Safety Risk
Assessments

Q4









Fieldwork
Commenced



Fieldwork
Commencing
Jan 22

GMFRS

Corporate
Services

Protection
and
Prevention

Finance

Fixed Asset
Data Migration

Timing Planning Fieldwork

Draft
Final
Audit
Comments
Report Report Committee

Directorate

Q4







Other Audit Activity
Information Governance
Risk Management

Audit action tracking
Whistleblowing investigations

Quarter
Head of IA is a member of the IG Board, ongoing advice, and oversight of IG
risks through this forum.
Internal audit facilitates quarterly strategic risk register updates through the
Senior Leadership Team and the ongoing development and implementation of
a GMCA-wide risk management framework.
Internal audit will monitor and report on a quarterly basis the implementation of
agreed audit actions
Receipt and investigation of whistleblowing reports

All
All

All
As needed
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Ad-hoc advice and support
Contingency days

Advice and reviews requested in-year in response to new or changing risks
and activities.
Days reserved to address new or emerging risks

As needed
As needed
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Appendix C - Changes to the Internal Audit Plan
The internal audit plan is designed to be flexible and can be amended to address changes in the risks, resources and/or strategic
objectives. Similarly, management and the board may request additional audit work be performed to address particular issues. In
line with Public Sector Internal Audit Standards (PSIAS) the Audit Committee should approve any significant changes to the plan.
This Section records any changes to the current internal audit plan since it was originally approved in April 2021.
Approved
by Audit
Committee

Timing Days

Change
Rationale
requested

Finance

Fixed assets –
Data Migration

Q4

Plan
addition

Finance

Budgetary
Control

Q3

Defer

Environment

Carbon
Reduction

Q4

Defer

A request from Management to undertake this
work. To provide assurance over migration of fixed
Jan 22
asset data from BWO to the CIPFA fixed asset
system.
To defer to 22/23 audit plan. A significant amount
of development work is being undertaken in
finance to improve budget monitoring processes Jan 22
and aligned to the new finance structure. This
affects the timing of this work.
To defer to 22/23 audit plan. Unlikely to deliver due
to time constraints.
Jan 22

Mayoral

Mayoral
Priorities

Q4

Defer

To defer to 22/23 audit plan. Unlikely to deliver due
to time constraints.
Jan 22

Work and
Skills

Adult Education
Q1
Budget

Defer

Audit Area

Audit

To defer this audit and reconsider as part of
2022/23 audit plan following planning discussion
with Executive Director.
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Appendix E – ACCOUNTS RECEIVABLE
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20

21

22

23

24

25

ICT CYBER SECURITY

26

27

28

29

GMFRS CENTRAL STORES

30

31

32

33

34

35

