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GMCA Audit Committee 

 
 

Date:   22 October 2024 
 
Subject: Internal Audit Progress Report 

 
Report of: Sarah Horseman, Deputy Director of Audit and Assurance, GMCA 

 
 

 

 

PURPOSE OF REPORT 

 

The purpose of this report is to inform Members of the Audit Committee of the progress 

made on the delivery of the Internal Audit Plan for 2024/25. It is also used as a mechanism 

to seek approval of changes to the internal audit plan.   

 

RECOMMENDATIONS: 
 

Audit Committee is requested to: 

• Consider and comment on the Internal Audit progress report.  

• Approve any changes to the Audit Plan (Appendix C) 

 

CONTACT OFFICERS: 

 

Sarah Horseman, Deputy Director of Audit and Assurance, GMCA  

sarah.horseman@greatermanchester-ca.gov.uk 

 

Equalities Impact, Carbon, and Sustainability Assessment: 

N/A 

 

Risk Management  

N/A 

mailto:sarah.horseman@greatermanchester-ca.gov.uk
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Legal Considerations  

N/A  

Financial Consequences - Capital  

N/A  

Financial Consequences - Revenue  

N/A  

Number of attachments included in the report:  

 

BACKGROUND PAPERS: N/A 

 

TRACKING/PROCESS  

Does this report relate to a major strategic decision, as set out in 

the GMCA Constitution?  
 

 

No 

EXEMPTION FROM CALL IN 

Are there any aspects in this report which 
means it should be considered to be 
exempt from call in by the relevant Scrutiny 

Committee on the grounds of urgency? 

No 

TfGMC Overview & Scrutiny 
Committee 

 

N/A N/A 
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1 Introduction 
 

1.1 The Internal Audit annual plan for GMCA was presented to the Audit Committee in 

March 2024 and this set out the planned assurance activity to be conducted during 

2024/25 based on our understanding of the organisation ’s strategic and operational 

risks. 

 

1.2 There are separate audit plans approved by Transport for Greater Manchester (TfGM) 

and Greater Manchester Police (GMP) / Police and Crime Functions with reporting to 

their respective Audit, Risk and Assurance Committee (ARAC) and Joint Audit Panel  

(Police and Crime).  

 

1.3 The purpose of this progress report is to provide Members with an update against the 

GMCA Internal Audit Plan for 2024/25 and a summary of final reports presented to 

Committee.  

 

2 Progress against the Internal Audit Plan 2024/25. 
 

2.1 Since the last meeting in July 2024, we have finalised and published two reports and 

certified eight grants.   The Executive Summaries from these reports are shown at 

Appendix D. There are several reports at draft reporting stage as we seek to agree 

the findings, opinion and improvement actions with management.  

 

Audit Report 

 

Assurance Opinion 

2024/25 

Supporting Families Programme - Compliance Reasonable  

 

This report provided a Reasonable Assurance opinion, that adequate systems and 

controls are in place and operating across GM authorities to support the delivery of 

the Supporting Families programme (SFP).  Nine out of ten reports received from 

Local Authority Audit teams demonstrated a good level of compliance with the 
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headline criteria set out in the GM SFP standards and key elements of the 

programme. One Local Authority provided a limited assurance opinion, and further 

assurances were being sought by GMCA in relation to the findings from that report. 

Trainee Firefighter Attraction, Recruitment and 

Selection 

Reasonable  

 

This report provided a Reasonable Assurance opinion over the process and 

controls in place for the attraction, recruitment, and selection of trainee firefighters 

and management of the different phases of recruitment. 

Our Audit found the recruitment team were positive in their engagement of potential 

candidates from a wide and diverse range of backgrounds to ensure GMFRS had 

the best possible pool of candidates available.    

Despite a lengthy process (up to 2 years) between a candidate’s expression of 

interest and recruit course start dates, timelines for each element of the process are 

kept as tight as possible and candidates supported throughout to reduce the risk of 

candidate drop out. The large candidate numbers and the effectiveness of the 

Applicant Tracking System to manage the high volume of expressions of interest and 

candidate applications was an area of concern.  

Internal audit made four recommendations for improved control which were agreed 

by Management.  

 

2.2 Scoping discussions have taken place with Management for several planned audits to 

ensure these are scheduled across the year. Fieldwork start dates have been agreed 

for quarter 3 & 4 audits including Equality Impact assessments, NFCC Fire standards 

and the new Public Procurement act. We will continue to flex the plan to take account 

of changing assurance needs and client availability and capacity. 

 

2.3 A summary on the status of ongoing audit work at the start of quarter 3 is as follows: 
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Planning Stage 

New Public 

Procurement Act – 

Readiness  

The scope for this readiness assessment has been agreed 

but commencement deferred to Q4 at the request of the 

Commercial team.  

Emergency 

Response Hub 

A review of procedures for the allocation of overtime for front 

line service delivery.  

 

Fieldwork Stage 

GMFRS - JESIP 

Operating Principles 

This work is ongoing with station visits to be completed during 

October.   

NFCC Fire 

Standards 

 

Work is ongoing to provide assurance over the methodology 

adopted to implement NFCC Fire standards across GMFRS 

and the processes for ongoing monitoring and review. 

Equality Impact 

Assessments (EIA) 

Work has started to provide assurance over the effectiveness 

of the framework governing EIA within GMFRS 

 

Reporting Stage 

Leavers Process This work has been completed and is at draft report stage. 

ICT Supplier 

Management 

This work has been completed and is at draft report stage. 

Net Zero 

Achievement 

This work has been completed and is at draft report stage. 

ICT/Digital Asset 

Management  

This work has been completed and is at draft report stage.   

Anti-Money 

Laundering Policy 

A draft policy and procedure has been produced and this is 

being reviewed by GMCA Legal team. 
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Whistleblowing 

Case  

Internal Audit has completed initial fact-finding work in 

response to a series of allegations – the full outcome of this 

work is yet to be concluded.  

 
 

2.4 Grant Certifications – Eight grants were certified during the period.  

 

Grant  Value 

Signed Off  

Assurance 

Level 

Date 

Completed 

Local Energy Advice 

Demonstrators (LEAD) – Y2 Q1 

£234k Positive July 2024 

Net Zero Junior Officer (Y2 Q1) £7k Positive August 2024 

Net Zero Programme Delivery 

(Y2 Q1) 
£35k Positive August 2024 

Made Smarter 2023/24 £2k Positive 
September 

2024 

NW Net Zero Hub Project £99k Positive 
September 

2024 

Net Zero Junior Officer (Y2 Q2) £7k Positive  October 2024 

Net Zero Programme Delivery 

(Y2 Q2) 
£72k Positive  October 2024 

Local Transport Capital Block 

Funding (Pothole Fund) Specific 

Grant Determination (2023/24) 

Section 31/6680 

£4.438m 

Positive October 2024 

     

Details of our progress in respect of the 2023/24 Audit Plan is shown in Appendix B.  
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3 Whistleblowing and Counter Fraud 

 

3.1 Internal Audit has received one new whistleblowing case since the last Audit 

Committee. This case has subsequently been closed. One fact-finding investigation 

has been completed by the Head of Internal Audit.  A new online reporting form has 

also been launched. 

 

 

4 Changes to the Internal Audit Plan 

4.1 In line with the Internal Audit Charter, any significant changes to the approved Internal 

Audit Plan must be agreed by the Audit Committee.  

 

4.2 There are some proposed changes to the audit plan agreed in March 2024 and these 

are shown at Appendix C to this report.  

 

 

5 Resourcing 

 

5.1 We received approval for two additional posts to the structure, a Grade 9 Audit 

Manager and Grade 7 Internal Auditor. This is aimed at providing additional capacity 

given the increasing breadth and complexity of GMCA activities. As in previous years, 

we utilise external support for our technical ICT/Digital assurance work.   

 

6 Other Internal Audit Activities 

 

6.1 Aside from delivery of the internal audit plan, since the last meeting internal audit have 

undertaken the following additional activities. 

 

6.2 GMCA Next Phase – Internal Audit are involved in this workstream as the organisation 

sets out its future ways of working in readiness for the trailblazer devolution deal and 

integrated settlement. Particularly relevant to the Audit Committee is the development 

of a Single Assurance Framework which will be developed to demonstrate to 
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government that GMCA has robust assurance, project appraisal and value for money 

processes in place.  Further information will be provided to the Audit Committee as the 

framework is developed to provide clarity on the Committee’s role and responsibilities 

within that. 

 

6.3 GMCA Business Continuity Planning – Internal Audit are part of the Business 

Continuity Steering Group which oversees the full internal review of BC policies, 

systems and processes. This work remains ongoing and is in the implementation stage 

of the work programme. 

 

6.4 Senior Leadership Team Engagement – The Deputy Director, Audit and Assurance 

is part of GMCA Senior Leadership Team and holds regular meetings with Directors to 

discuss priorities, emerging risks/issues and audit plan activity.  
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Appendix A - Summary of Internal Audit Reports issued 2024/25 

The table below provides a cumulative summary of the internal audit work completed during the year. This will inform the annual 

Internal Audit opinion for the year 2024/25.  

 

Audit Assurance 

Level 

Audit Findings Coverage 

Critical High Medium Low Advisory GMCA GMFRS GM 

Waste 

Procurement Waiver 

Exemptions – 

Compliance  

Broadly 

Compliant 

We made advisory actions only in this audit. ✓ ✓ ✓ 

Trainee Firefighter 

Attraction, Recruitment 

and Selection 

Reasonable  - - 2 1 1 - ✓ - 

Supporting Families 

Programme - 

Compliance 

Reasonable  - 1 - - - ✓ - - 
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Grant Certifications 

GFA: Strategic Project Development (Schools Solar 

Toolkit) 

£50k Positive  ✓   

GFA: Project Development (Schools Solar Engagement) £20k Positive ✓   

Net Zero Green Retrofit Finance £39.5k Positive ✓   

Net Zero Junior Officer (Y1 Q4) £7.2k Positive ✓   

Net Zero Programme Delivery (Y1 Q4) £36.8k Positive ✓   

Local Energy Advice Demonstrators (LEAD) – Y1 Q4 £666.2k Positive ✓   

5G Innovation Regions Programme Grant £136.2k Neutral  ✓   

Growth Hub Core Funding £420k Positive ✓   

Local Energy Advice Demonstrators (LEAD) – Y2 Q1 £234k Positive ✓   

Net Zero Junior Officer (Y2 Q1) £7k Positive ✓   

Net Zero Programme Delivery (Y2 Q1) £35k Positive ✓   

Made Smarter 2023/24 £2k Positive ✓   

NW Net Zero Hub Project £99k Positive ✓   

Net Zero Junior Officer (Y2 Q2) £7k Positive ✓   
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Net Zero Programme Delivery (Y2 Q2) £72k Positive ✓   

Local Transport Capital Block Funding (Pothole Fund) 

Specific Grant Determination (2023/24) Section 31/6680 

£4.438m Positive ✓   
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The following tables show definitions for the Assurance Levels provided to each audit report and the ratings attached to indi vidual 

audit actions.  

 

Assurance levels 

 

 DESCRIPTION SCORING 

RANGE 

DESCRIPTION 

 SUBSTANTIAL 

ASSURANCE 

1-6 A sound system of internal control was found to be in place. Controls are designed 

effectively, and our testing found that they operate consistently. A small number of minor 

audit findings were noted where opportunities for improvement exist. There was no 

evidence of systemic control failures and no high or critical risk findings noted. 

 

 REASONABLE 

ASSURANCE 

7-19 A small number of medium or low risk findings were identified. This indicates that generally 

controls are in place and are operating but there are areas for improvement in terms of 

design and/or consistent execution of controls. 

 

 

 LIMITED 

ASSURANCE 

20-39 Significant improvements are required in the control environment. A number of medium 

and/or high-risk exceptions were noted during the audit that need to be addressed. There 

is a direct risk that organisational objectives will not be achieved. 
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 NO 

ASSURANCE 

40+ The system of internal control is ineffective or is absent. This is as a result of  poor design, 

absence of controls or systemic circumvention of controls. The criticality of individual 

findings or the cumulative impact of a number of findings noted during the audit indicate an 

immediate risk that organisational objectives will not be met and/or an immediate risk to the 

organisation’s ability to adhere to relevant laws and regulations.  
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Audit Finding Classification 
 

Risk 

Rating 

Description/characteristics Score 

Critical • Repeated breach of laws or regulations 

• Significant risk to the achievement of organisational objectives / outcomes for GM residents 

• Potential for catastrophic impact on the organisation either financially, reputationally, or operationally  

• Fundamental controls over key risks are not in place, are designed ineffectively or are routinely 

circumvented. 

• Critical gaps in/disregard to governance arrangements over activities  

40 

High • One or more breaches of laws or regulation  

• The achievement of organisational objectives is directly challenged, potentially risking the delivery of 

outcomes to GM residents. 

• Potential for significant impact on the organisation either financially, reputationally, or operationally  

• Key controls are not designed effectively, or testing indicates a systemic issue in application across the 

organisation. 

• Governance arrangements are ineffective or are not adhered to.  

• Policies and procedures are not in place 

10 

Medium • Minor risk that laws or regulations could be breached but the audit did not identify any instances of breaches. 

• Indirect impact on the achievement of organisational objectives / outcomes for GM residents 

• Potential for minor impact on the organisation either financially, reputationally, or operationally  

5 
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• Key controls are designed to meet objectives but could be improved or the audit identified inconsistent 

application of controls across the organisation. 

• Policies and procedures are outdated and are not regularly reviewed 

Low • Isolated exception relating to the full and complete operation of controls (e.g., timeliness, evidence of 

operation, retention of documentation) 

• Little or no impact on the achievement of strategic objectives / outcomes for GM residents 

• Expected good practice is not adhered to (e.g., regular, documented review of policy/documentation) 

1 

Advisory Finding does not impact the organisation’s ability to achieve its objective but represent areas for improvements 

in process or efficiency. 

0 
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Appendix B – Progress against the Internal Audit Plan 2024/25 

 

The table below shows progress made in delivery of the Internal Audit Plan. 

 

Directorate / 

Area 

Audit Title Assurance Objective Timing Status Audit 

Committee 

b/f audits from 2023/24 plan 

People 

Services 

 

Firefighter 

Attraction and 

Recruitment b/f 

Assurance over the effectiveness of the attraction, 

recruitment, and selection process for trainee firefighters.   

 

Q1 Completed  October 

2024 

Environment 

 

Low Carbon 

Net Zero 

Achievement b/f 

Assurance over GMCAs arrangements for the delivery of 

the regional carbon neutrality target by 2038, and its own 

carbon reduction targets. 

Q2 Draft Report   

Core Controls / Assurance Activity 

Public Sector 

Reform 

Programme 

assurance  

Supporting 

Families 

Programme 

Assurance that local systems and processes designed to 

support the delivery of the SFP are sufficient to demonstrate 

compliance with the key requirements of the national 

programme and the revised GM SFP standards. 

Q1 Completed October 

2024 

Corporate 

Services  

Procurement 

Waiver 

A series of transactional audits on core financial processes 

to assess compliance with GMCA standing orders, financial 

Q1 

 

Completed July 2024 
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Commercial 

Exemptions - 

Compliance 

regulations, and contract procedure rules.  These audits will 

examine key controls in areas such as accounts payable, 

accounts receivable, payroll, procurement, and contract 

management.   

 

 

People 

Services 

 

Compliance 

Leavers Process 

- Compliance 

 Q2 Draft Report  October 

2024 

Corporate 

Services  

New Public 

Procurement Act 

2023 

Readiness assessment over implementation of key changes 

due to come into force in October 2024. 

Q2 Planning – 

Deferred to 

Q4 

 

Corporate 

Services 

Core Financial 

Systems BLOCK 

Cyclical audits of core financial systems. Scope to be 

determined in year.  

Q3 / Q4 Not Started  

Corporate 

Services 

Grant 

Certifications 

Ongoing certification of grants as required by grant 

conditions. 

Q1 – Q4 Fieldwork July 2024 

Digital / ICT IT Supplier 

Management 

Assurance on the effectiveness of the organisations IT third 

party supplier management processes and controls over 

Cyber security and GDPR for new and existing contracts. 

Q2 Draft Report  October 

2024 
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Digital / ICT IT Asset 

Management 

Assurance over the effectiveness of IT asset management 

controls operated by the IT team over the organisations 

computer hardware and software assets 

(issue/tracking/return/recycle).  

Q3 Draft Report  

Governance GMCA Business 

Continuity 

Planning 

Business Continuity Planning - An audit of the revised BCP 

arrangements implemented across GMCA, with a focus on 

disruption to ICT and Digital services. 

Q3 Under 

Review 

 

Information 

Governance 

Critical Data 

Assets 

An audit of processes and controls in place over our critical 

data assets to ensure that sensitive and personal data is 

appropriately protected from data breach/loss. 

Q4 Not Started  

Follow Up Audits 

Digital / ICT Threat and 

Vulnerability 

Management / 

Gartan System – 

Follow Up 

Follow up audit to provide an independent assessment of 

progress toward implementation of actions and risk 

exposure. 

Q3 Planning – 

deferred to 

Q4 

 

ICT/Digital GM One Network 

– Follow Up 

GM One Network – Review of ‘delivery’ phase and key 

project risks. 

Q3 Under 

Review 
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Place  

 

Land and 

Property 

Estates Asset 

Compliance – 

Follow Up 

Estates Asset Compliance – Building maintenance and 

compliance with statutory regulations. 

Q4 Under 

Review 

 

 

GMFRS Prevention, Detection and Service Delivery 

GMFRS Joint Emergency 

Service 

Interoperability 

Principles 

(JESIP) 

Assurance over the application of the JESIP Operating 

Principles and level of embeddedness within GMFRS over 

its preparedness to respond to major and multi-agency 

incidents.  

Q2 Fieldwork  

GMFRS Governance 

Framework 

An audit of the GMFRS governance and decision-making 

processes. 

Q2 Under 

review 

 

GMFRS Promotion 

Pathway (Grey 

Book) 

Grey Book Recruitment (Promotions Pathway) – an audit of 

the Promotions Pathway and recruitment to Crew, Watch, 

Group Manager roles - Links to the recruitment & selection 

audit from 2023/24. 

Q3 Not Started  

GMFRS Equality Impact 

Assessments 

Assurance over the effectiveness of the framework 

governing Equality Impact Assessments within GMFRS 

Q3 Planning  
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GMFRS NFCC Fire 

Standards 

NFCC Fire Standards: Maturity and compliance assessment Q3 Planning  

GMFRS GMFRS PMO 

Function 

An audit of the programme management office 

arrangements  

Q4 Under 

Review 

 

 

Whistleblowing and Counter Fraud 

Governance Counter Fraud 

Policies – annual 

review 

Anti-Money Laundering Policy and Fraud Prosecution Policy 

review and update.  

 

Q2 Currently 

being 

reviewed 

 

Whistleblowing Reactive Response to whistleblowing reports and management of 

reactive caseload. 

Q1-Q4 Ad hoc as 

needed 

 

 

Other Focus Areas 

Governance GMCA Next 

Phase  

Leading the Assurance Workstream and input into other 

programme workstreams as GMCA sets out its future ways 

of working in readiness for the new trailblazer devolution 

deal from April 2025. 

Q1 – Q4 Ongoing  

Development New IIA 

Standards 

Implementation of the 2024 Global IIA standards to ensure 

PSIAS compliance 

Q3 – Q4 Planning  
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Other Audit Activity Quarter 

Information Governance Deputy Director of Audit and Assurance is a member of the Information 

Governance (IG) Board and the Serious Information Governance Incident 

(SIGI) Panel. Ongoing advice, and oversight of IG risks is undertaken through 

these forums.  
 

All 

Audit action tracking Internal audit monitor and report on a quarterly basis the implementation of 

agreed audit actions. 
 

All 

Counter Fraud Activity Maintenance of counter fraud policies, training and organisational awareness 

as well as response to reports of fraud. 

 

All 

Whistleblowing investigations 
 

Receipt and investigation of whistleblowing reports 
 

As needed 

Ad-hoc advice and support Advice and reviews requested in-year in response to new or changing risks 

and activities. 

As needed 

Contingency days 

 

Days reserved to address new or emerging risks N/A 
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Appendix C - Changes to the Internal Audit Plan 

 

The internal audit plan is designed to be flexible and can be amended to address changes in the risks, resources and/or strategic 

objectives. Similarly, management and the Committee may request additional audit work be performed to address particular issues. 

In line with Public Sector Internal Audit Standards (PSIAS) the Audit Committee should approve any significant changes to the  

plan.  

 

This Section records any changes to the current internal audit plan since it was originally approved in March 2024.  

  

Audit Area Audit 
Change 

requested 
Rationale 

Approved by 

Audit 

Committee 

Governance  Business Continuity 

Planning 
Under 

Review 

A Business Continuity Steering Group has been set up to 

oversee the full internal review of BC policies, systems and 

processes. This work remains ongoing.   

July 2024 

GMFRS Governance 

Framework 
Under 

Review 

Internal Review taking place by Governance and Scrutiny 

and PMO function – Request from the service to postpone 

this audit until 2025/26. 

July 2024 

GMFRS North West Fire 

Control (NWFC) 
Under 

Review 

Arrangements for Internal Audit and assurance provision to 

be raised with the CFO. NWFC is a separate company and 

would require approval of other partners.   

July 2024 
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Audit Area Audit 
Change 

requested 
Rationale 

Approved by 

Audit 

Committee 

Place: 

Land and 

Property 

Estates Asset 

Compliance – Follow 

Up 

Under 

Review 

The Head of Estates provided an update to Audit 

Committee in March 2024 on progress and implementation 

of a new system – timing of work to be considered. 

July 2024 

ICT/Digital IT Threat and 

Vulnerability 

Management / 

Gartan System – 

Follow Up 

Delay to Q4 

Request from Digital Services to reschedule this audit from 

Q3 to Q4.   

October 2024 

Commercial New Public 

Procurement Act 

2023 Delay to Q4 

The new procurement act ‘go live’ date has been delayed 

February 2025 to allow new Government to make changes. 

Request from Commercial to delay the audit until early Q4 

to have a better understanding of the implications.  

 

October 2024 

GMFRS NEW- The Hub ER 

– overtime and 

hours worked 

Q3  

This is a new addition to the plan at the request of the CFO.   

October 2024 
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Appendix D – Executive Summaries   
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